
Annual 47 c.F'.R. § ()oJ.211119(e) CPNI Certific:\lioli

En Docket 06-36

Annual 64.2009(e) CPNI Certification for 2010.

Date certified: March 14. 2011

Name of company covered by this eertiiication: OomainsBol. [ne.

Fonn 499 Filer 10: 828510

Name of signatory: Emiliano PasCJualelli

Title ofsignatory: CEO

I. Emiliano Pasqualetti. certify Ihat I alll an officer of the company named above. and acting as an agent of
the company. thaI [have personal knO\\ledge that the company has established operating procedures Ihat are
adequate to ensure cOmplialll.:e wilh the Commission's ePNI rules. See 47 C.F.R, ~ 64.2001 et :;eq.

Anached 10 lhis certificlllion is lln accompanying statemem exp/3ining ho\\ the company's procedures
enSure that the company is in compliance with [he requiremems set fonh in seclion 64,2001 er ,\·eq. of the
Commission's rules.

The campan) has nOl blkl:'ll any action:, (proceedings instituted or petilions filed by 6 compall) at either
state commissions. the coun sySlem. or at the Commission against datn brokers) against data brokers in the past
year. Comp::lnies must report on any inlonnatioll thallhey have with respeci to the processes prelexters are using 10

attempt to access CPNI . and what steps companies are laking [0 protect CPNI.

The company has not received any customer complaints in the past year concerning the unaulhoriLed
release ofCPNI (number of customer complaints a company has received related 10 unalllhorized access 10 ePNl.
or llnallihorized disclosure ofCPNI. broken down b) category or complain\. e.g. imaances of improper access b)
employees. inslances of improper disclosure 10 individuals nOl authorized to receive the infonnation. or instances of
improper access to online information by individuals not authorized to view the information).

The company represents and warrants thatlhe above certification is consistenl with 47. C.F.R. § 1.17 which
requires Iruthful and accurate statelllenlS 10 [he Commission. The company also acknowledges thaI false statements
and misrepresentations to the Commission are punishable under Title 18 of the U.S. Code and may subjeci it 10

enforcement action.
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DO~1AIJ~snOTo INC.
STATEME T OF CI'NI COMPLlA2KE PROCEUURES

Do01ainsBot. Inc. (o'DomainsBoCl maintains CP I in Ihe follO\~ing databases and record s)st,;-01s: billing s)stcm
and accounting S)Slem. Each of Ihese systems is protected Bgainsl unaUlhorized access b~ log·in and pass\\ord
procedures.

DomainsBot has established operating procedures \~hereb) personnel ",ho are aUlhoriz.ed to access CPNI are
trained in the authorized uses of this information. All DomainsBot emplo)ees are required to maintain the
confidemialil) of all information. including customer information that is obtained as a resull of their cmplo) menl
b) DomainsBot. Pursuant to these procedures. an) emplo)ce who violales lhe aUlhorized procedures tor access to
this information is subject to discipline. up (0 and including lernlination of emplo~menL

Since OomainsBot does not engage in 3n~ mar~eting aClivities where customer approval \\ould be required.
DomainsBot does not maintnin a database of or"-out upprovals at this time. As DomainsBot onl) commenced
limited U.S. operations late in 2010. OomainsBot has vCr) few customers nnd docs limited marketing at thi!> time.

DomainsBot does not share CPNI with an) joint venture partner or independent contractor. e:\cept as pcnlliued b~

Commission rules. If DomninsBot ~\ere to share CPNI \\ith :my joinl H:nlun: partner or independent eonlractor.
DomainsBm "ould first eslablish an opl-in approval procedure.

DomainsBot has established operating procedures to maintain a record of all sales and mar~eting campaigns that
use erNI. Pursuam 10 Ihese procedures. the records must be maintained b) the C E.O or hjs designale. and must be
maintained for al least one )ear. At this time. DomainsBol does not engage in an) salC5 and marketing campaigns
Ihat use CPNI.

DomainsBot has established operating procedures for supe!"\ isol') re\ ie" of all oUlbound marketing acti\ ities 10

ensure compliance \\ith the FCes rules go\erning CP 1. Pursuanllo these procedures. apprO\'al of the CEO. is
required prior to an) use ofCPNI for mar~eling acti\ ities. As indicaled abo\e. DomainsBot does nOI currentl) use
CPNI in an~ mar~l:ling.

In accordance with the CPNI rules. upon obtaining a customer's oral authorization. customer service
representatives of DomainsBot ma~ access a customer's ePNI during the course of an inbound or outbound
telephone conversation. solei) for the duration of that cOll\ersntion. Each such DomainsBot representati\e must
provide the disclosures required b) 64.2008(c) of the CPNI rules including informing customers of their right 10
deny access to the CPNI before requesting this one·limc cunst:nt.

DomainsBot may. as penniltcd by the ePNI rules. usc CPNI \~ithout customer npprovnl (I) to bill and collcct for
services rendered: (2) to pralect the rights or propert) of DomainsBot. alher uscrc; or alher carriers from unlawful
use: (3) to provide customer premises equipment and protocol cOl1\ersion: (4) to pro\ision inside \\iring.
maintenance and repair services: and (5) to market ser\ices fomlerl~ kno\\n as adjuncHo--basic services. such as.
but not limited to. sJ}\.~d dialing. computer-pro\ ided director: assistance. cnll monitoring. call tracing. call
blocking. call return. repeal dialing. call tracking. call \...aiting. caller 1.0.. call fo!"\\arding. and certain Celllre"
fC:l1urc5.

DomainsBot has established procedures to require a pasS\\ord prior to disclosing call detail infonnation or other
CP 1110 a customer during a customer-initiated call. DomainsBot does not pro.... ide online acCOunt access to ePN!.
DomainsBot "ill also provide call detail information to a customer b) mailing such infonnation 10 the address of
record or calling the telephone number of record upon cuslomer request if Ihe cUStomer is unable to preselll a
proper pasS\~ord.

DomainsBot has procedures for customer establishment of a pass\~ord \\ithout the use of readil) a\ailable
biographical information or account infomlation. DomainsBot also has procedures for notifying Ihc customer
~\henever a pass\\ord, cUSlomer response to a back·up means of notification. or address of record is created or
changed.

DomainsBot has established procedures for notif)ing the United States Secret ervice and lh~ Federal Bureau or
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Investigation in Ihc event of a breach ofCPNI protection within s~ ...en do)s of reasonably delennining that there
has been a breach, Customer notification shall be dcloyed for n minimum of seven full business days aller
notification to Ihe USSS and the FBI. DomainsBot has cstablished procedures for maintaining records of such
brenches for tl minimum of twO )cars,

In the e'ent DomainsBot uses Opl--out approval procedures, DomllinsBot \\ill utilize procedures to ensure that it
\\ ill provide wrinen notice to Ihc FCC \\ ithin Ihe business days of an) instance \\here its opt--OUl mechanisms do
not \\orl.. properl) to such a degree thm ils customers' inabilit) to Opt-out is more than an allomnl). These
procedures \\ould ensure that the notice \\ill be in the fonn ofa lener. and \... iJl include: (i) DomainsBot's name; (ii)
a description of the opt-OUl mechanism(s) used; (iii) the problem(s) experienced: (iv) the remedy proposed and
when it will be or was implemented: (v) \\!lelher the rele\ant state eommissioll(S) hHS been notified: (vi) whether
DomainsBOI has taken any action: (vii) a COP) orthe notice prmidcd to customers; and (\iii) contact infonnation.
DomainsBot \\ould submit the abO\e lener e\en if it ofTt:r:, other methods b) \\ hieh its customers may opt-OUI.
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